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Vodafone Group Plc., is a multi-national 
telecommunications leader with 446 million 
customers in 26 countries. 

Real-time Traffic Analysis to Reduce Service Interruptions 
Vodafone’s Mobile Division, Italy, was experiencing explosive growth in 
their subscriber base, which demanded rapid expansion of their customer 
data network with deployment of high-bandwidth 10Gbps links. As new cell 
towers came on-line, traffic routing became even more critical and 
introduced new complexities in traffic management. Identifying the root 
cause of network interruptions was increasing from minutes to weeks, and 
even months. Deploying technicians to cell towers to investigate 
and correct errors was inefficient and expensive. While they had been 
collecting many data points already, without correlation, the were unable to 
identify the actual problems. In order to increase the speed, accuracy, and 
time needed to resolve these network faults, Vodafone turned to cPacket 
Networks to obtain proactive visibility and real-time understanding of traffic 
flows throughout their customer networks.

CHALLENGE

REQUIREMENTS  High-Performance Traffic Analysis 
Vodafone needed an integrated solution that provided real-time insight 
into the data flowing across their mobile network in order to improve 
reliability, reduce mean time to resolution (MTTR) of network disruptions, 
and accurately predict traffic analysis.

A need for distributed line-rate packet capture that provided intelligent 
insight to both sides of 10Gbps network security gateways was as a key 
requirement.  cPacket introduced their Operational Intelligence Fabric, 
which included cVu Traffic Monitoring Nodes to provide line rate packet 
inspection for real-time proactive monitoring across all ports. Additionally, 
cStor Forensic Recorders were used to capture the important line-rate 
traffic to disk, with easy access to historical data for retrieval of any relevant 
packet. 

Anomaly Detection
Vodafone needed a solution that could precisely measure  
and plot current capacity in order to plan future upgrades.  
They were also looking for a solution that would enable alert 
and anomaly visualization.  
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The cPacket solution was deployed to provide alerts based on 
customizable Key Performance Indicators (KPIs) on any packet, field 
or customized pattern in the packet header or payload. This capability 
ensured that anomalies could be tracked and accounted for in real time, as 
well as correlated forensically. Vodafone network managers were then able 
to easily visualize their KPIs across the network whenever network 
conditions changed. These capabilities provided both predictive analysis 
as well as reactive, real-time troubleshooting.

Centralized Remote Management
Vodafone had two additional requirements: 
1) A solution that would help them minimize the need for costly technician

service calls to on-site and remote facilities, and
2)A new operational model that would scale to meet their growing

customer base across the country. Essentially, they needed a single pane
of glass to remotely monitor and manage all their remote cellular sites
across the country.

To solve this, Vodafone also deployed cClear, the visualization layer within 
cPacket’s distributed monitoring fabric. This provided high-level views of 
every critical link, yet delivered immediate access to the complete packet-
level view of the data when it was needed. This solution also enabled 
multi-user role-based access, extending secure visibility to any authorized 
user in the Network Ops Center and Security Operations Center.
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"without cPacket, we 
would have never had 
the real-time visibility we 
needed. cPacket's 
cClear solution helped 
us discover the specific 
configuration issues that 
were plaguing our 
network's performance

-Vodafone network engineer

Vodafone selected cPacket Networks to isolate network performance 
problems, identify regional service disruptions, and eliminate costly site 
visits and truck rolls throughout their mobile network. cVu Traffic Monitoring 
Devices equipped with cStor packet capture storage arrays were deployed 
throughout their Italy cell sites. The purpose-built cPacket dashboard 
consolidated and controlled the entire cPacket solution via the centralized 

cClear dashboard deployed 
at the Network Operations 
Center in Milan. The diagram 
on the left illustrates a 
selected portion of the 
network. In total, there are 
30 mobile switching offices 
and a regional 10Gpbs 
secure gateway in each, 
along with corresponding 
cVu and cStor devices in 
each region. 

SOLUTION
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Case Number 1 
Vodafone network engineers had been troubleshooting inconsistent 
network performance issues for several months prior to deploying cPacket's 
solution. With the cPacket solution deployed, packets were analyzed on the 
inbound side, as well as the outbound side of the secure gateway, and 
stored at full line rate on the attached cStor forensic arrays. With the ability 
to correlate the data, the team discovered that unexpected DSCP tags, 
found in the IP packet headers were hitting the gateways and causing 
degraded performance. 

With the integrated cPacket monitoring solution in place, network operators 
were able to identify the root cause of the problem in real-time, with packet 
captures that clearly substantiated the cause of the anomaly. In less than an 
hour, they were able to restore service to its optimal 10Gbps speed. 

Case Number 2 
Vodafone customers in a specific region were complaining about the 
inability to download certain data while traveling in one region but didn't 
encounter this issue in other areas. Vodafone engineers worked to identify 
if the issue was caused by misconfigured infrastructure devices, but never 
came to a resolution.Using the cPacket distributed network monitoring 
fabric, Vodafone engineers were able to search the GTP payload data for a 
specific user’s mobile IP address, and discovered that an upstream router 
had been misconfigured. The actual mean time to resolution was less than 
two hours for a problem that had been plaguing the company for months.

While legacy monitoring solutions struggle to scale with network growth, 
and link upgrades of 10, 40 and 100Gbps, cPacket has built the next-
generation network monitoring solution to address the real-time and 
forensic visibility challenges that network operators face today. With the 
exponential growth that networks have and will continue to experience, the 
ability to monitor, visualize, and correlate complete packet data from the 
entire network is critical to proactively troubleshoot problems before they 
become costly.  

RESULTS

CONCLUSION



cPacket’s Distributed Monitoring Architecture

Visualization Layer
The increasingly large amounts of 
data  running across your network can 
make it difficult to understand what, where, 
and when problems are happening. cClear 
maps and visualization tools allow you to 
proactively monitor and better 
understand network behavior, while 
providing immediate access to the packet 
view, on-demand as needed.

Performance Analytics 
and Forensic Layers
cVu Monitoring Appliances are 
distributed across your network to 
provide broad coverage of the entire 
environment by inspecting packet traffic 
in real time, bringing Operational 
Intelligence directly to wire, and eliminating 
the risk of bottlenecks and data loss.

CSTOR Forensic Storage Arrays capture and 
archive packet traffic, allowing you to retrieve 
specific incidents while troubleshooting, 
making intermittent problems easier to 
understand and solve.

Production Network 
This is the lifeblood of your organization. Your 
productivity depends on it. Your revenue 
depends on it. Your compliance depends on 
it. If it goes down or isn’t performing properly, 
you have a problem.
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About cPacket Networks
cPacket Networks offers Large-Scale Network Operators and Service Providers a Distributed Monitoring Architecture 
that delivers improved operational efficiency, and proactive intelligence, which can not only reduce troubleshooting 
time to resolution, but can proactively identify problems before end-users are ever impacted. Using our advanced 
Intelligence Monitoring Fabric, customers can overcome scalability issues caused by “bottleneck by design” 
architectures inherent to legacy centralized network monitoring solutions. Our next generation network performance 
monitoring solution combines dynamic network visualization, complete packet inspection, and forensic intelligence, 
as well as  L2-L7 pattern matching, and on-demand packet-based granularity for unmatched integrated operational 
intelligence. By improving operational efficiency, customers can achieve considerable OpEx and CapEx savings. Based 
in Silicon Valley, CA, our solutions are relied on to troubleshoot some of the world’s largest networks.
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