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New Demands, New Opportunities

Network operators today require a reliable solution that encompasses 
both network performance monitoring and security monitoring. The 
demand for the most reliable and secure networks is a priority for en-
terprises worldwide to ensure that their data is safeguarded against any 
malicious attack in the network. The most secure networks implement a 
risk management strategy to include both network performance mon-
itoring (NPM) and security monitoring (SM) because of their similar fea-
tures as well as the ability to maintain secure, high-performing network 
infrastructures.

cPacket’s Integration with Cisco’s Firepower Solution

cPacket Networks recognizes and values the importance of align-
ing with our customer’s goals and objectives of maintaining a highly 
secured network. As a result, cPacket has integrated with Cisco’s 
Firepower Solution to provide a complete context to address today’s 
challenges in network performance and security monitoring. In fact, 
our customers have reaped the benefits of deploying our cClear NPM 
solution because it provides them with accurate information to make 
informed decisions based on reliable data. Furthermore, customers ben-
efit from lower costs as well as security control of their networks.

Best In Class Network and Security Monitoring: 
cPacket and Cisco Firepower

Highlights
cPacket Networks and Cisco’s Firepower deliver a tightly integrated all-in-one solution to provide 
users with a complete context for security events

Key Capabilities
• Improved Network Security and Efficiency 

• Substantial cost reductions

• Fully integrated to accelerate threat detection

• High visibility and easy access to important data

+
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Complete Context of a Security Event

With Cisco’s Firepower (FMC, NGIPS), an alert is sent to the Firepower Management Console (FMC) whenever a 
security event has occurred. The identification of any security event occurs within milliseconds, as seen in Figure 
1. Event Context contains the standard 5-tuple - source and destination IPs and ports, as well as the name of the 
protocol.

In order to investigate further, SecOps engineers need relevant data that includes: end point devices active 
during the event, protocols running at that time, their relative bandwidth utilizations, and the exact packet(s) 
that created the security event. This time window, measured in seconds, is called the Immediate Context (seen 
below in Figure 2), and the best way to obtain this data is to perform a raw packet capture. An additional benefit 

Figure 2: The Middle: Immediate Context and Event Context

Figure 1: The Event Context
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of looking at the raw packets, assuming the payload is not encrypted, is to examine the payload for a deeper 
analysis of the issue.

Often, security events can be traced to the many tell-tale signs that occurred several minutes or several hours 
earlier. These early warnings manifest themselves in many network performance KPIs such as the ones pro-
vided by cPacket. These can range from a seemingly benign ‘under the radar’ ephemeral, very low bandwidth 
access attempt to connect to a ‘retired’ server IP, to a diversionary stunt using bursts, micro-bursts to mask an 
attack on a different part of the network, to a full-frontal botnet DoS/DDoS attack to bring down the network. 
Providing NPM KPIs on a hop by hop or per segment basis can help SecOps get the Network Context to an-
swer the questions seen below in Figure 3. In sum, the most comprehensive solution is one that combines all 
three contexts: Event Context, Immediate Context, and Network Context to provide critical information.

cPacket’s Solution with Cisco Firepower:  Deepdive

The powerful integration between cPacket Networks and Cisco’s Firepower product suite (Firepower Manage-
ment Console and NGIPS) provides users with a Compete Context to analyze, understand, and take preventative 

Figure 3: The Complete Context: Event, Immediate, and Network Context
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measures. As seen in Figure 4 below, cVu network probes and cStor devices are deployed at critical monitoring 
points in the network and then managed by a cClear device which collects, organizes, and visualizes KPIs. Cisco’s 
Firepower deployment has NGIPS sensors deployed at critical security points in the network and is managed by 
the FMC.

Figure 4: Network diagram of an integrated deployment cVu: 32 ports per device of 1G to 100G
 cStor: Packet capture and analytics 
                       
 
 
When a security event is flagged by the NGIPS, an alert is sent to the FMC. The FMC makes REST API calls to 
cClear to extract PCAPs to get the Immediate Context. SecOps engineers can retrieve valuable information from 
the cClear dashboard to access various packets, session and flow KPIs, as well as baselines to obtain   the Net-
work Context. Furthermore, SecOps can perform a ‘Google-like’ search of the entire network to determine if any 
harmful source and/or destination IPs are still present in the network.

Figure 5 below shows a screenshot of the FMC and the three options available. Using the Event Context, the 5-tu-
ple that the FMC+NGIPS identified, the ‘Download PCAP’ link provides the Immediate Context. Clicking on this link 
will immediately download the relevant packets from all the cStors attached to any cVu, in the 30 second (config-
urable) window around the Event Context. Clicking on the ‘cSearch’ link will help answer relevant questions such 
as: Is the attack still in progress? What is the extent of the infection? What network segments are affected? Lastly, 
clicking on the cClear link will cross launch to the cClear’s NPM dashboard in the window of the event (configu-
rable from a few minutes to a few hours). Now, SecOps have the Complete Context and comprehensive monitor-
ing required to investigate security events in the network.
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One Solution, Many Benefits

Together, cPacket Networks and Cisco Firepower deliver a comprehensive security approach by providing 
an integrated solution to help protect and secure demanding network monitoring environments. Furthermore, 
cPacket’s solutions provide network and security engineers the availability, visibility and accuracy needed to en-
sure always-on monitoring and threat analysis to safeguard against any malicious attacks in the network.

Why cPacket?

• Faster Threat Detection. When threats are detected, cPacket’s solutions provides proactive alerts, which reduc-
es the window of exposure to threats and the potential for damage.

• Real-Time Analysis and Forensic Investigations. cPacket’s solutions provide dynamic reports, detailed drill-
downs, and powerful search capabilities to facilitate access to critical information on demand, anytime, any-
where.

• Always-On Monitoring. cPacket’s cClear is the only comprehensive and flexible dashboard needed to monitor 
data in real-time and provide valuable KPIs to make informed decisions, minimize time-to-resolution, and reduce 
overall costs.

Operating the most reliable network requires vigilant monitoring for both performance issues as well as safe-
guarding against malicious attacks. Today’s enterprises value the importance of a secure network and consider 
network security monitoring as an integral component to their infrastructure. With cPacket, both network and se-
curity engineers can benefit from our solutions to provide the availability, visibility and accuracy needed to ensure 
complete security of the network.

Contact Us

To learn more about our products and solutions, please visit www.cpacket.com
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Figure 5: Screenshot of Cisco’s FMC


